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ABSTRACT
Software is revolutionizing how doctors practice medicine, customers control their health, and
patients and providers interact. Software that can perform advanced medical functions—
software as a medical device—is a game-changing innovation in digital health technology
(SaMD). SaMD may diagnose ailments, prescribe medications, and offer clinical treatment
recommendations. The US FDA, EU, and Australia TGA also specified general platforms. To
overcome the challenges while interpreting software product fits into the Medical Device
framework, IMDRF has developed different guidance including Risk based categorization to
determine possible levels of premarket reviews, and real-world evidence (RWE). IMDRF plays
a similar function in enabling the regulators to risk-stratify submissions and focus resources on
products that pose the greatest risk to patient safety. While SaMD products are not new, there
are many new players in the SaMD space to better regulate iterative devices. One of the key
goals is to identify the excellence of the SaMD Regulatory paradigm regulation of these
products will need to radically change to accommodate new SaMD manufacturers and the

technology’s rapid evolution and to harness SaMD’s ability to capture RWD to create a
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collaborative, innovative SaMD community. This review aimed to describe the Regulatory and

Technical aspects of the software as a medical device and regulatory transformation of digital

health rapidly expanding regulations by different Health Authorities.
Keywords: SaMD, IMDREF, Risk Categorization, ISO/IEC, Application Lifecycle
Management, GDPR

INTRODUCTION

Prospects for (SaMD) products are quite
promising. This program has the potential to
not only enhance the identification and
treatment of ailments but also grant people a
greater degree of autonomy when it comes
to their health. Moreover, the data collected
by these goods can expedite the process of
innovation and lead to more advanced
algorithms. SaMD refers to a software
program that functions as an independent
medical product and should not be confused
with SiMD, which is simply software that
helps medical device hardware to operate.
The most significant characteristic of SaMD
is that it can carry out medical tasks without
needing hardware. It is usually used in
conjunction with non-medical computer
systems linked to the internet, regular
medical devices, or other basic computing
platforms.

Medical device definition

A medical device is any type of equipment,

tool, implant, reagent, software, material, or

other article intended by its maker to be used
in humans, either independently or with
other items, for one or more particular
medical purposes [1].

In vitro diagnostic (IVD)

In Vitro Diagnostic (IVD) medical device’
means a medical device, whether used alone
or in combination, intended by the
manufacturer for the in-vitro examination of
specimens derived from the human body
solely or principally to provide information
for diagnostic, monitoring, or compatibility
purposes [1].

SaMD definition

The  International  Medical  Device
Regulatory Forum (IMDRF) defines SaMD
as "software designed to be used for one or
more medical purposes to perform those
operations that are not part of the medical
device. It servesindividual patient-

specific medical purposes (i.e. a specific

disease or condition) [1].
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Medical software use falls into four categories [2]

First, Software as a Medical Device (SaMD) which is
the medical device software used to view 1mages from
an MRI on your phone

Second, Software in a Medical Device (SiMD) involves
the software embedded in a medical product, such as
the software that facilitates an MRI machine to carry
outits tests.

’ Third, Software as an Accessory to a Medical Device

Lastly, there is General-purpose Software that is not a
standalone medical device. product.

Some of the primary features of SaMD are This facilitates rapid manufacturing and

Data-driven better health outcomes: feedback, thus speeding up the process of

SaMD has the potential to augment existing innovation [2] [14].

medical treatment methods and equipment.
Speedy production and feedback for

accelerating innovation: SaMD can

supplement the existing medical devices and
bring about faster software solutions that are

more affordable to upgrade than hardware.

1) DATA SOURCES |
{Medical imaging equipment, physiological
monitors, IVD test equipment, patient reported
outcomes, medical purpose sensors, etc. are
examples of (laboratory) items. )

3) SaMD Algorithm

(Inference |

Engine Equations, AnalvsisEngine AT/ ML Befern
[ ce data Knowledge base rules etc)

Context Of SAMD

SaMD basic programming model

The SaMD programming model is a form of
software that takes digital content as the
input and, based on a set of rules and a
model, produces an output that is designed

for use in the Medical Field [2].

2) 5aMD Inputs (Data Types)

(Lab results Medical images Symptoms, IVD
instrument results  Patient demographic
information, Immunization dates gtc)

4) SaMD Output
{Intended use for medical purpose
Inform Drive Diagonse, Treat)
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What is and is not SaMD? [2]

SaMD

Not SaMD

The program can calculate the right dosage
of medication for a patient based on their

unique patient data.

Software that is used to operate a pacemaker.
CRM (customer relationship management)
software.

Program analyzing MRI images that can

recognize and classify strokes

The motor-driving or -controlling software for
an infusion pump.

Software that can track the development of
a mole over time and assess its likelihood

of developing melanoma.

Systematic use of electronic health records. the
patient  portal computer-aided coding
Automated tools for patient scheduling.

Software that analyses information from
various using technology techniques to
assess the risk variables linked to epileptic

selzures

Equipment that assembles medical devices.

A rational perspective on risk
categorization of software as a medical
device

The severity of the medical device and the
output of the software—provide information
for clinical management, treatment
monitoring, and therapies used to determine
the IMDRF SaMD risk level. To assist
businesses in assessing the risk associated
with using the software as a medical device,
the IMDRF Framework was created
(SaMD) [3].

Samd Categorization Principles

To effectively categorize SaMD, certain

fundamentals must be in place. Specifically,

the categorization is dependent on having a
precise and thorough SaMD definition
statement. Moreover, the categorization is
achieved by considering the importance of
the data obtained from SaMD in making
healthcare decisions and managing a
specific medical condition or scenario. The
following categories are based on the scope
of the SaMD's influence on patients or
public health (I, IL, III, as well as IV). For
the public's health to be protected and to
prevent death, permanent disability, or any
other major deterioration in health, the

SaMD's information must be accurate [3].
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CATEGORY I CATEGORY 11 CATEGORY III CATEGORY IV
Astigmatism may be | Software that | The software || Software that can
diagnosed using | monitors heart rate detects| irregular || perform diagnostic

software that analyses
pictures  and eye

movement.

breathing using a

microphone

image analysis

Computer programs || Health data

blood
data for

that record
pressure

later.

of asthma attacks.

analysis
software can be used
to forecast the risk of
cardiac ailments and

estimate the likelihood

A lesion's fractal
dimension
computed

software.

Software that produces a

is || structural map  with

via || potential  development

patterns

Software to help with

Software that

- Data-combining

2. Observation

hearing loss self- | integrates tests and software that searches
evaluation analyses the results to for changeable
suggest a diagnosis pathogens by combining
information from several
sources
SaMD in Action both patients and doctors may use to
1. Screening and diagnosis: collect and understand health data
Computer programs that use and modify treatment plans for better

advanced algorithms can accurately
predict the possibility of acquiring a
chronic ailment and aid in
determining the optimal course of
therapy.

and notification:
Several vital indicators may be
captured using wearable sensors in
SaMD systems, and these data can
subsequently be followed using the
software. The computer records this
information and utilizes it to provide
precise suggestions and warnings to

patients and clinicians.

3. Management of recurrent illnesses

and diseases: SaMD is a tool that

outcomes.
Computerized therapies: SaMD is
helpful for both

treating and

preventing serious illnesses its
capacity to collect and input highly
pertinent clinical data into "other
medical devices, pharmaceutical
product special-purpose transducers,
or other ways of administering

treatments to a human body [2] [4].

International regulations and technical
aspects [2] [4]
In 2013, the International Medical Device

Regulators Forum established a committee

centered on software as a medical device

(IMDRF).

They are investigating the
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characteristics that distinguish this type of
software. The related documents can be
accessed on the IMDRF Journal articles
website in the "Technical documents" area
(11 [2] 3] [4].

The Worldwide Electrotechnical
Commission (IEC) is an international
organization that creates and circulates
global standards for all types of electrical,
related

electronic, and technologies

(commonly referred to as '"electro
technology").
ISO, an independent, non-governmental

organization, offers a unified framework to

ensure the overall performance, safety, and
quality of goods and Systems.

The IEC 62304 is a regulation in the medical
area that is especially pertinent to the
production and upkeep of medical device
software. To guarantee that regulations such
as the FDA 21 CFR Part 820 and ISO
13485:2016 are followed, SaMD suppliers
must incorporate a strong quality control
system into the building process. The FDA,
Health Canada, and the MHRA have created
standards for the development of GMLP [5]
6] [7].

Major used standards (standard for

compliance) [5] 6] [7]

Apart from the FDA’'s and IEC 62304 regulations. there are also other regulatory standards for

medical devices

+ ISO 13485 — quality management
o ISO 14971 — risk management

» EU Medical Device Regulation — EU standard which replaces Medical Devices Directive

in 2020

e JEC 62304 - Medical device software - Software life cvcle processes

Standards related to software as a Medical device are to be followed

e TEC 82304: Safety and reliability of healthcare software products

e IEC 62366: Usability requirements for medical devices

e ISO/TR 20416: Post-marketing

responsibility

Implementing the IEC 62304 standard's
requirements into the software lifecycle

A Software Quality Assurance Plan must
include the IEC 62304 to achieve its
software lifecycle criteria, and Application
Lifecycle Management is crucial for the
embedded

development  of software

monitoring (under the manufacturers'

products. Therefore, using an efficient ALM
solution is essential for developing and
monitoring software quality in the medical
industry. It enables effective monitoring of
the full application lifetime and supports

both on-site and remote audits [5] 6].

IJBPAS, February, 2024, 13(2)
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INTEGRATION

~xo-end traC@a :
S (),//.(

IMPLICATION OF SECURITY CLASSIFICATION FOR SOFTWARE ENGINEERING

MEDICAL DEVICE CLASSIFICATIONS

Regulatory Agency LOWEST ——>HIGHEST
International IMDRF) 1 1 I v
EU(MDR) 1 IIa 1Ib I
EU(IVDR) A B C D
USA(FDA) 1 11 11 1
SAFETY/RISK CLASSIFICATIONS

Regulatory Agency LOWESTC—— > HIGHEST
International (IEC 62304) A B C
USA(FDA) Minor Moderate Major

Software Verification and Validation Plan That Includes [7]

Software
Verification
And Validation
Plan That
Includes

Clinical Evaluation

* Design management: The ability to store and monitor all of the \
numerous versions and modifications that a system will employ makes
configuration management an essential part of the software lifetime
(physical components, programming, records, output data, etc)

* Change Control

* Defined development process

* Requirements traceability management: Many firms still use labor-
intensive, complicated, and—more importantly—prone to mistake,
manual tracing approaches. Utilizing tools that provide automatic
traceability between project components while simultaneously
reducing risks is crucial.

* Defect detection and software vulnerability identification

* Risk management and Risk Mitigating Management J

distributed are not intended by their maker

The US FDA, EU, and Australia TGA have to be used for therapeutic purposes and

also said that generic platforms on which would not be regulated as a medical device

such medical software may operate or be [8].
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STAGES CLINICAL EVALUATION REMARKS
Exists a reliable clinical correlation berween vour
SaMD's output and the clinical problem it was
STAGE - 1 VALID CLINICAT. ASSOCIATION §
designed to treat?
Does vour SaMD properly analvze input data to
5 LY TICAT TECHNICAL :
STAGE i iz i provide exact. accurate, and trustworthy output
PERFORMANCE data?
Does the utilization of vour SaMD's accurate.
dependable. and exact output data enable vou to
STAGE - 3 CLINICAL PERFORMANCE accomplish your goals about your target audience
when providing clinical care?

Regulatory framework [8] [9]

FDA's approach to regulation for
software-based medical devices

QSR Requirements for Medical Devices,
Part 820, Drug Quality System Regulation.
According to the FDA's Digital Health
Innovation Action Plan, protracted approval
processes for SaMD product upgrades may
keep patients from receiving life-saving
devices. Whether inventors file a 510(k)
application (Traditional,

Abbreviated

Special, and
submissions), a  self-

registration form or a Premarket Approval

(PMA) application will determine how long
the FDA will take to approve a medical
device. Application De Novo Principles
and solutions for a new regulatory
framework Patients who stand to gain from
new digital health technologies, SaMD
product developers, and regulatory agencies
are all involved. The FDA has developed a
five-part action plan to help it regulate
SaMD-based devices better in 2023 and
beyond [8] [9] [12] [14].

(Total Product Lifecycle Management)
The plan involves the following steps [9]

+ Tailored regulatory framework with "Predetermined Change Control

Plan"

* Good Machine Learning Practice and robust cybersecurity

+ Patient centered approach with transparency

* Regulatory science to eliminate bias and increase robustness

u + Real World performance monitoring by gathering real world data

IBPAS, February, 2024, 13(2)
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The following concepts constitute the lifecycles (from premarket development to
TPLC scheme post-market performance), giving patients,
The FDA TPLC approach would make it carers, and other users confidence in the
possible to assess businesses and their products [8] [9].

SaMD products over the course of their

"Good machine learming procedures (GMLP) Safety and Cuality systems

Predetermined change control

Precertification plan

All software that complies with the requirements of a device under section 201(h)1 of
the FD&C Act, that guarantee of safety and efficacy to the FDA for premarket
evaluation of Al-ML-based SaMD

The plan anticipates two types of modifications: ]

« SaMD specifications (SPS) - When the SaMD is already in use, model adjustments
and reorientations are necessary.

* The Algorithm Change Protocol (ACP) manages the risks to patients by
implementing the modifications in a controlled way

The Software Pre-Cert Program model will be tested by the FDA before it is used
as an alternative premarket pathway for SaMD.

There are 4 key application components [12]

Excellence Appraisal
Review Determination

Streamlined Review
Real-world

“RWE (real-world evidence) in USA Incorporating RWE into  regulatory
medical device regulations” [8] [9] decision-making is strongly encouraged by

the FDA.

597
IJBPAS, February, 2024, 13(2)



Nagalakshmi S et al

Review Article

In  post-marketing

surveillance, examples of RWE and RWD

approval  and

include
* RWE in post-marketing approval for
expansions of ¢ Bayesian hierarchical
analysis was utilized by the sponsor in post-
marketing clearance for the extension of
indications. RWD was taken from two
registry datasets.

* RWD in post-marketing surveillance —Post
approval research was carried out to assess
efficacy and safety [14].

EU (Mdr) Medical Device Regulation for
Medical

Software-Based Devices:

Regulatory Approach

The EU Medical Device Regulation (MDR;
2017/745) and the EU in Vitro Diagnostic
Regulation (IVDR; 2017/746) apply to
medical devices and in vitro diagnostic
devices, respectively. Europe's Commission
and the Medical Device Coordination Group
are developing SaMD legislation (MDCG).
The MDCQG is a professional group that has
been chosen to monitor a wide range of
topics, including notified bodies, clinical
research,  post-marketing  surveillance,
international concerns, the deployment of
the EUDAMED database, and
recommendations for the use of IVD and

Annex IV products. [11] [12] [14]

Medical Device Software(MDSW)can be placed on the market in two different ways

OPTION 1: As a solitary medical device

OPTION 2: The device's intrinsic portion or

functionality

Decision steps for

software as MDSW

qualification of

The platform's location or the way the

software interacts with each other and a

device impacts whether MDSW qualifies as
a device or an accessory. For MDSW
certification, there are five steps [11] [12]
[14].

IBPAS, February, 2024, 13(2)
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Is the product software in

guidelines?

YES

NO
accordance with MDCG ::>

equipment?

Is the software an Annex XVl device, an MDR
__: accessory, or software that controls or _—“9

influences the usage of a (hardware) medical

itself?

Are the software's functions storage, archival,

NO § communication, basic search, and lossless :>NO

compression, or are they working on the data

YES

Is the action intended to help
__> specific patients? :> NO

YES

YES - Covered under MDR

NO - Not covered under MDR

What qualifies as a medical device in

terms of software?

The European Union Medical
Device Regulation (EU MDR),
which was recently passed, provides
definitions, guidelines,
classifications, and  procedural
requirements for medical device

software standards.

Does the software meet
the criteria for medical

YES
device software (MDSW) :>
as stated in the MDCG
guidance?

e Various software as medical device

categorization  guidelines are

discussed in EU MDR Annex VIII.

e Specifically, Rule 11 of Annex VIII,

which deals with the categorization
of software, refers to the
classification of software used either
alone or in conjunction with medical

equipment.

IBPAS, February, 2024, 13(2)
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e C(Class Ila software is intended to
give data that is used to make
decisions  for  therapeutic  or

diagnostic reasons, except in cases

where such decisions may result in a

person's death or an irreversible

decline in health. Such situations fall
under Class III unless there has been

a significant decline It falls under

Class IIb if it is related to health or a

surgical procedure.

e During a standard checkup, for
example, Class Ila software may be
used to monitor heart rates or other
physiological ~ indicators.  The

classification is advanced to Class

IIb, however, if the monitoring is

concentrated on critical

physiological  indications  that
represent an urgent risk to the
patient. It is categorized as Class |

for all other software [11] [12].

EU MDR must comply with the requirements those are

The CE marking

\

NB Assessment

v

Define conformity assessment route

v

Classify Medical Device Software (MDSW)

RWE (real-world evidence) in EU medical
device regulations

A foundational need for post-marketing
clinical follow-up in the EU is that data be
constantly  produced
product's lifecycle. This is by MDR
2017/745. Also required is the production of

throughout  the

RWE on safety and efficacy. The data might
come from several sources, such as clinical

decision support systems, implanted device

datasets, dispensary data, and patient
assessments, to highlight a few. RWE can
show a product's efficacy and safety for both
new and used items and analyze a product's
performance after it has been launched to the
market (for instance, SaMD or health
technology) [14].

(TGA) Regulatory approach for SaMD.
The method taken by Australia to regulate

software-based devices is supported by the

IBPAS, February, 2024, 13(2)
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IMDRF's policy. The laws substantially
align with those of the EU. Unless it is
exempt, software products that are medical
devices must be registered in the Australian

Register of Therapeutic Goods (ARTG) to

Australian software and mobile applications
that fulfill the requirements of a medical
device are governed by the TGA [13] [14].

The TGA regulatory process for medical

device supply in Australia may be split

be distributed

Step 1: Manufacturer

legally Australia.

Manufacturer obtains
Conformity

Assessment Certification
(not required for

class | medical devices)

Certification may be
obtained from either

Step 2: Sponsor

Sponsor submits this
certification to the TGA
as evidence

of manufacturer’s

compliance

into three steps [14]

Step 3: Sponsor

Sponsor submits
Application for
ARTG entry

—_—

the TGA or
a comparable
overseas regulator

TGA enacted new rules on February 25,
2021

In December 2019, the Regulations were
amended to add a new stipulation for
medical

categorizing  software-based

apparatus, known as "Software-based,
programmable, and programmed medical
devices." It's worth noting that In Vitro
Diagnostics (IVDs) are exempt from these
rules. On February 25, 2021, these
regulations will become effective. Producers
and sponsors of medical device products
listed in the ARTG before February 25th,
2021 will be offered transitional choices.
The regulations address the potential
damage that may arise from providing users
of these medical devices with erroneous

data. 14

Regulations have been established to
include medical apparatus meant for
e Screening or identifying an illness or
condition
e Tracking the development or status
of an illness, condition, etc.
e Describing or advising a course of
therapy or intervention
e Offering treatment (via the provision
of information). [14 [17]
In Japan
The oversight of the SaMD regulation
procedure is done by the Pharmaceuticals
and Medical Devices Agency (PMDA) and
the Ministry of Health and Labor Welfare
(MOHLW).

General medical devices,

controlled  medical devices, highly

controlled (high-risk) medical devices, and
controlled

specially (life-threatening)

IBPAS, February, 2024, 13(2)
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medical devices are the four classifications
of SaMD. In December 2019, the Sakigake
designating system was put in place due to
changes made in the nation's Pharmaceutical
and Medical Devices Act which would
quicken the regulatory approval process for
medical devices. This approach takes into
account four components: innovation,
efficiency, illness seriousness, and Japan's
development plan. The regulations also
provide for expedited evaluation of orphan
drugs, Sakigake products, and products with
a certain usage (such as pediatric usage).
The PMDA and MOHLW have collaborated
to create the IDATEN framework, which
lessens the regulatory pressure and ensures
the safety and effectiveness of medical
devices through consistent tracking and
analysis by producers and the PMDA. This
has enabled persistent progress in medical
device technology. [14]

In Singapore

A directive on software-based medical
devices and the application of Al in the
healthcare industry has been made available
by the Ministry of Health and the Health
Sciences Authority. It identifies medical
devices and outlines standards for software
certification, data correctness, safety, and
effectivity, as well as other SaMD-related
aspects. Despite this, neither of these
regulatory agencies has exactly categorized
SaMD, and neither uses the IMDRF's
approach for classifying hazards [14].

Samd/Mdsw risk management connected
with its use

Ensuring data accuracy and confidentiality,
understanding any racial and cultural
dissimilarities in biological features, and
exercising caution when dealing with data
will all be crucial elements when creating a
sound regulatory framework. The General
Data Protection Regulation 2016/679
(GDPR) provides standards and restrictions
for devices in numerous countries [14].
Initiative to update from a product to a
system approach

Instead of relying on medications, it is
widely accepted that factors such as tools,
personnel, abilities, instruction, culture,
workflow, and procedures have a big
influence on how software and IT are
utilized (for instance, in terms of data quality
management). Authorities might
additionally impose further restrictions, like
ongoing system observation, frequent
retraining, software and utilization reviews,
and a general evaluation of usage details
(like to discover possible movements in
treatment frequencies and decision forms of
users).
Authorities need data and model
confirmation and robustness analysis due to
concerns about data quality or antagonistic
attacks. Authorities might also require that
versions with varying levels of liberty be

tested: when a tool offers probabilistic

IJBPAS, February, 2024, 13(2)
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suggestions, for example, users' discretion
may be more or less restricted.

Supervisory authorities may also necessitate
medical assessments for SaMD when it is
used for its authentic, planned medical

purposes, monitor any alterations in

behavior over an extended period, and have
digital medical records that register all
choices that could be associated with the
utilization of SaMD.

Recall these important details

Apply the medical device definition to software using the requirements listed above and the
intended usage.

Vital ISO standards and IMDRF recommendations support understanding and integrating
SaMD within the regulatory framework.

Controls for quality management systems and lifecycle management are crucial (e.g. ISO
13485 and IEC 62304). Implement Design Quality Management Systems (QMS) techniques
early in the software development life cycle.

Data security and privacy standards (HIPPA, GDPR, SOC, etc.) as well as reimbursement
criteria must be considered.

The level and type of clinical evidence should be assessed based on the relevance of the data
supplied by the SaMD.

Continuous post-market monitoring and change management are required (cybersecurity,
platform updates, third-party software updates, etc)

CONCLUSION

The COVID-19 epidemic has taught us the
need to be always flexible. Software-
enabled medical devices enable people to
take care of themselves and make healthcare
products even more comfortable. Even
though it's not required by law, SaMD
makers that follow these rules will find it
simpler to have their medical devices
approved by regulators. It is also vital to
adopt an intersectional strategy that brings

together several government departments to

inform the regulatory recommendations this
framework should have laws that defend
privacy, diversity, data integrity, and human
rights. According to research, a piece of
medical equipment must be marketed for
about three to seven years. Unfamiliar
developers may grow dissatisfied and
abandon working on SaMD products due to
problems in having their products
authorized and supplied on time. Products
that offer a moderate-to-high danger to the

health of patients may necessitate a more
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extensive review procedure. Last but not
least, SaMD devices may continually gather
medical data such as body temperature,
heart rate, test results, and other variables.
As aresult, these items and patient data must
be securely protected against any
cybersecurity threats. As a result, proper
training is required to assure SaMD
utilization, improve productivity, and report
RWD.
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